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LOOKING INTO THE 
FUTURE OF FRAUD WITH 
PREDICTIVE ANALYTICS



Big data – it is fundamental in the fight 
against fraud.  Data mining, reporting and 
asking the right questions offer extensive 
capabilities in fraud detection and it starts 
with predictive analytics. 

Predictive analytics brings together data 
science and business analytics. It is a 
proactive approach that uses various 
algorithms to review data from claims 
submitted by plan members, activity from 
providers, plan member demographics, 
and much more. The algorithms are 
based on criteria that look for outliers 
against normal claiming patterns. The 
process takes a wide range of factors 
simultaneously into account to calculate 
the likelihood of fraud so we can predict 
where and when new fraud may occur. 

For example, if a standard group benefits 
plan generally demonstrates that plan 
members visit massage therapists in a 
variety of locations, but one particular 
plan has the majority of plan members 
visiting the same massage therapist, 
our reports would identify this unusual 
pattern. There may be situations where 
this type of activity could occur without 
fraud being committed, however, these 
reports serve as a red flag so the fraud 
investigation team can be proactive and 
examine the situation further.

Our team of experts, who have 
experience working with service providers 
like pharmacies and dental offices, take 
this raw data and identify patterns that 
appear suspicious. They are able to review 
alerts and give feedback to the system, 
noting when a red 
flag is not suspicious 
behavior. This allows the 
system to gather more 
data and get a better 
understanding of what is 
suspicious behavior. The 
system grows “smarter” 
–  a form of machine 
learning. If suspicious 
activity is confirmed, 
the formal investigation 
process begins. 

When fraud by a 
service provider is 
identified, a team of 
investigators may use 
surveillance and secret shopping to gather 
more information in addition to other 
investigative tools and techniques. Sun 
Life will also look at the suspect’s entire 
business practice to identify the potential 
impact to all of our plan sponsors. If the 
evidence gathered identifies that fraud is 
occurring, Sun Life delists the provider to 
stop claims from being reimbursed.

Predictive analytics is 
a proactive approach 

that uses various 
algorithms to review 
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Sun Life’s team of experts take raw  
data and identify patterns that  

appear suspicious.



A Leading Edge Perspective
GROUP BENEFITS FRAUD:

This Bright Paper covers the increasing sophistication 
of the threats that plans face today, explores  
Sun Life’s intelligence-led anti-fraud approach  
and the skilled fraud team who work hard to 
reduce risk every day. 

Visit sunlife.ca/brightpapers to read this Bright 
Paper online.

Life’s brighter under the sun

GROUP BENEFITS FRAUD:  
A LEADING EDGE PERSPECTIVE

If suspicious activity by a plan member is 
detected, Sun Life will provide the evidence 
to the plan sponsor so they can decide 
on how they want to address the fraud 
with the involved employee(s). Our Fraud 
Risk Management team works closely with 
Business Development and the Plan Sponsor 
to share and discuss our findings. In these 
types of situations, Sun Life collaborates 
with the plan sponsor as they work through 
the investigation and recovery process. 
Depending on the plan sponsor’s internal 
resources and practices, this can include 
assisting them with interviews, speaking 
notes and addressing possible reputational 
risk. Sun Life’s Business Development team 
is also a support system from the business 
perspective, ensuring that the plan sponsor 
continues to receive timely information 
regarding the fraud investigation.

As fraud schemes become more complex, 
predictive analytics will continue to be a 
powerful tool in the detection of fraud.  
Sun Life’s team is constantly implementing 
new techniques including neural networks, 
linear regression and random forest 
algorithms to analyze vast amounts of 
data and find the outliers who may be 
more than just a red flag.
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FRAUD CASE STUDY: 

DOCTOR 
SHOPPING 
AND 
PHARMACY 
HOPPING



Drug claim fraud can take many shapes.  
In some cases, it can involve a plan 
member orchestrating a scheme that 
involves many physicians and pharmacies. 
Fortunately, Sun Life has the data, 
intelligence, and investigative expertise 
to detect and investigate complicated 
drug claim fraud and abuse that can 
involve many different players. 

A case of drug claim fraud was uncovered 
when the Sun Life Fraud Investigation 

team identified a 
plan member with 
suspicious behavior 
through their drug 
plan. This plan 
member was obtaining 
prescriptions from 
multiple physicians, and 
filling them at different 
pharmacies using their 
pay direct drug (PDD) 
card – this behavior is 
often referred to as 
‘doctor shopping’ and 
‘pharmacy hopping’.  

As a result, the plan member was able 
to obtain multiple prescriptions of a 
similar drug from multiple physicians, 
and avoided detection by using multiple 
pharmacists none of whom would 
have a record of the plan member’s full 
prescription history. 

By leveraging our proprietary data 
analytics tools, Sun Life was able to 
identify the plan member’s behavior and 
quickly assign the lead to an investigative 
analyst that is trained in reviewing 
suspicious drug usage and claiming 
behaviors. The analyst identified that 
a narcotic was likely being abused and 
determined that the case should be 
assigned to a pharmacy investigator. 

Investigating potential fraud or abuse 
involves the collaboration of many 
different parties. The investigator’s first 
step was to obtain information about the 
full scope of the plan member’s drug claim 
history, including all prescribing physicians 
and dispensing pharmacies.

Once the investigator had a better picture 
of the plan member’s pharmacy claims 
history, they connected with the plan 
member and had an open conversation 
about their pharmaceutical needs. This 
type of intervention is often enough to 
deter the plan member from continuing 
their claiming behavior. However, in 
this case, it was not, so the investigator 
suspended access to the plan member’s 
pay direct drug (PDD) option in order 
to review physician and pharmacy 
information on all subsequent paper drug 
claims, prior to paying the expense.

The investigator then contacted the 
plan member’s primary physician to 
notify them that their patient was 
visiting multiple physicians and receiving 
prescriptions for an abnormal amount 
of medication from the same drug 
classification. With this information, the 
physician made the decision to stop 
prescribing that drug to the plan member.

A similar approach was taken with the other 
prescribing physicians, which ultimately 
changed the plan member’s claiming 
behavior, therefore having a direct positive 
impact on the employer’s benefits plan. 
By reducing the number of drug claims for 
‘non-medically necessary’ treatment, the 
plan will have less claims expense, which 
leads to lower overall costs to the plan.  

The fraud investigation team is continuing 
to monitor this plan member to ensure 
that this, or any other type of drug abuse, 
does not reoccur.
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4 TIPS 
to mitigate drug claim fraud
4 TIPS 
to mitigate drug claim fraud

1

View your drug 
options on the my 
Sun Life mobile 
app 

2

Use your pay 
direct drug card 
each time you fill a 
prescription

3

Try to use one, 
consistent 
pharmacy 

4

Stay within your 
days’ supply of 
your prescribed 
medication



WE SEE WHAT’S BEHIND 
THE RECEIPT

RECEIPT
[Insurance carrier copy]

Thank you for shopping with us!

Total cost
Benefits Fraud

Designer shoes

ABC Orthotics
Footware

Sun Life has the technology and intelligence to expose what could 
be going on behind the receipt.  
Find out more at sunlife.ca/fraudmanagement  #fraudsmart

Life’s brighter under the sun

http://sunlife.ca/fraudmanagement
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A market leader in group benefits, Sun Life Financial serves more than 1 in 6 
Canadians, in over 16,000 corporate, association, affinity and creditor groups 
across Canada. 

Our core values – integrity, service excellence, customer focus and building 
value – are at the heart of who we are and how we do business. 

Sun Life Financial and its partners have operations in 22 key markets 
worldwide including Canada, the United States, the United Kingdom, Hong 
Kong, the Philippines, Japan, Indonesia, India, China and Bermuda. 

Group Benefits are offered by Sun Life Assurance Company of Canada, a member of the Sun Life Financial group of companies.  PDF-7620 E 09-17 ar-je-rn



Get #fraudsmart!

Employee group benefits  
fraud is a

serious crime.

Find out how to

protect yourself
and your benefits plan at 

sunlife.ca/fraudmanagement

http://sunlife.ca/fraudmanagement

